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JRosea public reicases shall be submitted for approval prior to release " Direct TT_ Through (Specify):
N . e o e : . : A !

‘Pubfjc Réié§§2L6FNSCI is not authorized.

‘xe the Directerate, _Fot Freedom of Information and Security Keview, Office of the Assistant Secretary of Defense Sudlic Allairs) ' for review in
: ;aclco.-danre with paragruph 3o of the Industrial Security Manual, ’
S Inike case 2! non-DoD Lf¥er Agencies, see foctnote. narafraph 50, Industsial Secweizs

s Marual,

14, " Security Classilication Specifications [or this solicitatien ‘contract are identified t *X* applicable baxfes! and supply sttachments as re quired).
' Any narrative :¥ c‘fal:ﬂfjcm:c«n cuideis: furnished shall be annutated or have information appended to clearly and precisely identify each element of
°H requites a classification. When a clussification guide is u(’.'.izgi. that postion of the guidels) pertaining to the specific contractual
may: radted and furnished the contractor,- When a totel guide(s) is ctilized . each individual porticn of the guide(s) which pertains to the
f"-f'i_’ﬁ_‘?‘f“": elf:r shall be cleariy idemtified in Item i4b, The followling informatics must be provided fut each item of classitied information identified
in‘an extract or guide:
LY C‘ale;bry of classification. (1Y Date or even: for declassification or review fer declassification, and (111} The date or event for downgrading
i applicable), o ’
. The officia! named in Item 12b. is responsible for furnishing the contractor coples zf al! guides and changes thercto that are made a'part of this
"V specification. Classified information may be attached or furnished under separate caver. -

a. A compieted narrative is (1) : attached, or (2) :XXransmiued under scparate cover and made a part of this speclﬁcuio_n.

7. b. The following cisssification guide(s) is made a part of this specificazion and is (1) __] attached, or (2) [} transmitted under separate
cover. (Lisc guides under Item 15 or in an attachment by title, relference number and date). . SRR

.. Service-lype contract/subcontract. (Specify instructions in occordance witk [SR IS\, as appropriate.).

d. “*X'* only if this is a {inal specificution and ltem 6 Is a *NO’’ answer. In response to the contractor’s request dated R

retention of the identified classified material is authorized for a perizd cf

e. Annual review of this DD Form 254 is required. If **X'd"’. provide date such review is due:

15. Remarks rHhenever possible, illustrate proper classilication, declassification, and il epplicable, downgrading instructions).

a.This contract requires access to SCI. The Defense Intelligence Agency has exclusive
security responsibility for such information released to the contractor or developed
under this contract. DIAM 50-5 provides necessary guidance for physical, personnel
and information security measures and is a part of the security specifications for this
contract. DOCASR is relieved of responsibility for all SCI material or information
released to the contractor under this contract.

b. A1l contractor personnel to be granted access to classified information released or
generated unfer this contract must be U.S. citizens granted a final security clearance

by the government prior to being given access. Irmigrant aliens, interim cleared
personnel holding a contractor granted CONFIDENTIAL clearance are not eligible for access
to classified information released or generated under this contract without the express
permission of the Director, DIA.

c. Unclassified information released or generated under this contract shall be restricted
in its dissemination to contractor and government personnel involved in the contract.
Release in open source literature or exhibition of such information is strictly prohibited
without the permission of the Director, DIA. (Continued)

v.Classification Specifications for Subcontracts issuing from this soniract will be approves by the Office mamed in ltem 16¢ below, or

1€a. Coniract Secwuru
by the prime coniractor. as avthorized. This Coniract Security Classification Spscificaticn und attachments referenced herein are approved by the User

Agency Comiracting Qfficer or his Representative named in ltem 16b below,

REQUIRED DISTRIBUTION: b. Tvpez name and title of approvi nffici
Deputy SG14
Assistant Director Tor Security Services

Signature

:x_ Prime Contracior fftem Ta)

'X_- Cogniza=: Security Office (ltem ¢}

x Adminisiraiizve Contracting Qifice (liem lée) c.
Qroality Assyrance Representative

Subcontracter ‘Jiem Sa)

" " Cognizan: Security Office (Jtem 8¢) d. Appriving official’s activity address and Zip Code

T Program/Proiect Manager (Item 12b) Defense Intelligence Agency
T U. S. Aztivity Responsible for Overseas Security Administration The Pentagon R RSS
Washington, D.C. 20301
ADDITIONAL DISTRIBUTION: e. Name, address and Zip Code of Adminisirative Contracting -O-Hice
X— DIA/RTS-6B DCASMA San Francisco
. X DIA/RSS 1250 Bayhill Drive
Y- DIA/DT-5A San Bruno, CA 94066
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Frchase Request No. T00/007/83.(FY83_Amendment) dated 15 Sep 82

f

ITEM #15 (Continued)f-»

d. Recipients of: 1nformat1on under this contract my not release information to
lsubcontractors w1thout “the permission of the contracting agency.

: e. F1na1 class1f1catwon of the information generated under this contract is
the respons1b111ty of Q;ﬁ(DT -5A). Information generated under this contract is subject
to the gu1de11nes contained in DoD Regulation 5200.1R, dated 2 November 1978, which
implements!E012065 which became effective 1 December 1978. Technical Reports classified
as high ‘as TOP-SECRET SI/SA0 will be provided the contractor by DIA and other DoD
act1v1t1es, “and other DoD contractors for use in connection with this contract. These
reports may be retained for the duration of this contract unless no longer needed.
‘Upon ‘termination of this contract the reports shall be returned to the sender (if
required) or destroyed IAW current security regulations. If these documents are

{to be retained beyond the ending date of this contract, written justification must be
forwarded to and authorization given by the contracting officer.

f. A1l copies of final documents generated by the contractor under this
contract will be transmitted to DIA (DT-5A) for dissemination to authorized recipients.
No other distribution is authorized.

g. Use of the ARFCOS system is required.

Approved For Release 2003/09/09 : CIA-RDP96-00788R0015001 10013-1
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' - SECORITE/ Saz %

DEPARTHE}‘T OF DEFENSE . . THE REQUIRENMENTS OF THE COD INDUSTRIAL Bnvunmi s 5 moviwa.m I

: APPLY TO &LL SECURITY ASPECTS OF THIS
CONTRACT SECURITY CLASSIF'CATRON SPEC'F.CATION EFFORT. THE FACILITY CLEARANCE REQUIRED 15:

2, T‘.

RO T CONTRACT NUMBER OR OTHER 4. e o~ o 5. .
THIS SPECITICATIO IDENTIFICATION NUMBER DATE TC BE en e H1S SPECIFICATION IS
15 FOR: (Prime contracts must be shown COvaLETED See “NOTE' below. it ""ﬂ borcia “X‘d"
. for al! subcontracts) - (Estimazed) alxc enter dete lor ltesy @) .o~ .+ - - o
a . PRIME CONTRACT NUMBER a, a. T DATE

date :n all cesos)

B
|
X Pﬁlyg'cc!.‘.a.ac?". i S ‘ 30 SEP 83 ¥ |oriziNvaw (Complete 3] AUG 82
i
‘|

b SUBCONTRAC T Use item (5. FIRST TIER SUBCONTRACT NO. b, 5. gg::ssg ’ :gvtsnon DATE
15 for subconiracting . Olh?pr"e!o:(.s e
" beyond second tier) . :,e:!flcazlbns) b
C.REQUEST FCR B!= ic, ICENTIFICATION NUMBER ¢, DUE SATE —1¢- SDATE
REQUEST FOX SRCSS0sA FINAL .
OR REGS FCR QUOTATISN
6. Is this a follow-on contract?  X° Yes TINo. If YES, complete the following: .
a. IﬂDA QDB_Q?_(‘_OO:J,A b. * - ¢. Accountakility for classified material -on preceding contract
FRECEDING CONTRACT NUMEER. .. CATE COMPLETED y
*Extended by Amendment TO00/007/83.
j Is © T~ s not, transferred o this followeon contract.
7. Name, Address & 2ip Ccde of Prime Contractor ¥ . {b. FSC Number ¢. 'Name, Address & Zip Code of Cognizant Security Office

SRI International DCASR Los Angeles, ATTN: Directorate

333 Ravenswood Ave of Industrial Security, 11099 La Cienga
Mento Park, CA 384025 Blvd., Los Angeles, CA 90045

*

ea. Na're. Adr.ress & Zip Code of First Tler Subconlractor ! _ |b, FSC Number ¢. Name, Address & Z Cadr of Cognlzam ‘ecuruv ol'flce
9a. Name, Address & Zip Ccde of Second Tler Subcontractor, or b, FSC Number ic. Name, Address & Ziz Code of Cognizant Security Office

facility assoucialed with [FB, RFP OR RFQ *

*  When actua: perffrmance is a1 a iocation other than that specified, identify such other iccanionar em B

10a. Genera! identificat:on sf the Procurement for which this specification upplies b. DoDAAD Number cf Procuring Aclivity
identified in liem 16d.

S&T Intelligence Study/Analysis

c. Are there additionei security requirements established in accordance with paragraph: 1-114 ¢ 1-115, (SR® :X:: Yes T I No. U YES, identify the
pertinent ccntraciual documents in Item 1S,
d. Are any elements of this contract outside the inspection responsibility of the cognizan: security office? Y‘ Yes : N2. I YES. explain in

Ttem 15 and icentily specilic areas or elements.

11, ACCESE SZQUIREMENTS YES | NC ACZESS RIQUIREMENTS (Confinued) YES { NO
a. Access 2o Classified Infarmation Only at c;ther X i Access 1t SENSITIVE COMPARTMEXNTED INFORMATION. X
contractor "‘Gevernment activities. k., Access 15 cther Special Access Program infermation X
E (Specify in item 15).
H] b, Receipt of classified documents or other material A T Tred e - -
] .~ B ied trisrmation
F for reference =niv ‘nu gensrarion) X . ccess 1z UL S, clussified xr_.: nation cutside the U, §, ! X
E Parama Caral Zone, Puerte Fice, U. §. Possessians
5 ¢. Receipt and generaticen ¢f classified documents ani Trust Territorivs,
5 or cther materisl. ' X m. Defsnse Documentaiion CTenter cr Defense information
nter Ser ¥ requ .
3 d. Fabricatien - \:difiestion Sterare of classified hardware, x Anaivsis Cenier Services may be requested ¥
0
? e. Graphic aris services only, x a. Classified ADP precessing »ill be invelved. Y
2 f. Access 1o !PQ informatien. Y | ¢- REMARNS:
4
3 Access ' RESTRICTED DATA. < . [y}
o Ls : X.I' Ref docs: DODD 5200.17
h. Access to classified COMSEC information,
X DODD 5200.1R
i. Cryptograpnic Arcess Authorization required. y
Fi 12. Refer all questicas pertaining 5 tontract security classification specification 1z the ificial named below NORMALLY, thru ACO ‘irem I6e);
-54 EMERGENCY, direct with wrirten record of inquiry and response to ACO) (thru p? ccniractor for subzonstraces).
% a. The classification guidante contained in this specification and attachments refersnced herein is c-mplete and adeguate. )
3
j b. Typed name, title and signature of program/praject manager or other c. Activity name, address, Zip Code, telennone number and office symbol

designated official R
[ [::::?%n SG1J Defense Intelligence Agency/DT-5A
DIA/DT-5 A SG1J Washington. D.C. 20301

COTR N YeY

NOTE: Original Specificeiicn ‘frem 5a+ is authority lor confractors to mark classified infcrmation. Revised anz Fina! Specifications (lzems 5b and c)
authority for contres s to remark the regracded classified information. Such ections by contraciors skell be taken 1n acrordance with the provisfons
of the Industrial Manua!

O RM Approved or Release 2003/09/09 : CIA-RDP96-00788R001500110013-1 e
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